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Protecting your Wi-Fi — Secure browsing

Aachen, Germany, 25" March 2021 — Wi-Fi connections have been a fixture of our everyday lives for
a while now. And it's no surprise — after all, state-of-the-art hardware allows you to get your wireless
online connection up and running in no more than a few seconds. Just plug it in, assign a password,
and browse away! This is convenient but involves the danger of neglecting potential risks. Check out
our simple tips for ensuring better security.

The topics of this press release:
e Wi-Fi security is data security
e Selecting the right password
e Setting up a guest Wi-Fi connection
e Installing security updates
e Relying on hardware with sufficient security
e The devolo Magic product series

Wi-Fi security is data security

In almost all households, the private Wi-Fi is connected to the home network, which means it theoretically
provides guests — even those who weren't invited — with access to sensitive data as well as bandwidth.
When a person gains access to someone else's Wi-Fi, it allows them to do things like downloading large
amounts of data without paying. They can even get the actual owner of the connection in trouble by
downloading illegal materials. The issue can get even more serious when intruders gain access to personal
data, webcams or other devices. Fortunately, setting up strong protection for your private network isn't
complicated. It only takes a few steps and you can do it without specialised knowledge. We will share the
most important tips with you here.

Selecting the right password

Digital protection for your home network begins with a strong password. For your Wi-Fi in particular, don't be
afraid to use a complex password. In most cases, you only have to enter it once per end device anyway. It
goes without saying that you should follow the same rules that generally apply to secure passwords:
e Passwords should be as long as possible and should contain letters, numbers and special
characters
e They should use unique character combinations instead of words from the dictionary

And regarding passwords, even the keys assigned at the factory to routers, access points and similar
devices should be replaced with customised passwords.
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Setting up a guest Wi-Fi connection

You can achieve extra protection by setting up a separate guest connection with its own authorisations: Your
guests — whether they're welcome or not — will be excluded from your actual home network and will not have
any access to your sensitive data. This also gives you the option to assign a weaker password to your guest
Wi-Fi. You can choose a password that is easier to share with other people without taking any serious risks.
Another plus: You can limit activation of your guest connection to times when you actually have guests in
your home. At all other times, the guest Wi-Fi will remain deactivated, which means that it won't even be
available as a possible attack point. Of course, the last tip can also be used for your entire home Wi-Fi
network. You can just turn it off when you're not home.

Installing security updates

Keep all the devices up to date in your home that direct the flow of data traffic. Well-known manufacturers
frequently release firmware updates that include new functions for improving performance or for allowing you
to close any security gaps you might have. Don't cut corners here. Check regularly to see whether new
updates are available. Most state-of-the-art devices even provide the option to enable automatic updates.
You should make use of this option.

Relying on hardware with sufficient security

The most important thing, however, is that you rely on devices that offer state-of-the-art security standards.
These include, first and foremost, the current encryption standards WPA2 and WPA3. These standards
protect your home network using powerful encryption. They make it easier for the network to connect to
compatible end devices and provide additional security functions to fend off outside attackers.

The network experts at devolo in Aachen, Germany provide an option for making your Wi-Fi both secure and
lightning-fast: the devolo Magic product series. These adapters can be used with outstanding versatility and
turn any power socket into a high-speed Internet access point. This can be done entirely based on your
individual requirements. You can opt for either a wired or a wireless solution, and support for the latest
WPAZ3 security standard means you're adding greater security to your home network. Enjoy even greater
convenience by accessing the guest Wi-Fi using a QR code and configuring settings in the app whenever
you like.

The devolo Magic product series

The ideal way to get started using a strong home network with devolo is the devolo Magic 1 WiFi Starter Kit
priced at £121.00 inc. VAT. More advanced users who opt for the devolo Magic 2 WiFi next Starter Kit for
£169.99 inc. VAT will get a strong combination of Wi-Fi and Gigabit LAN that truly reaches all terminal
devices. With the devolo Mesh Wi-Fi 2 Starter Kit at a price of £199.99 inc. VAT, you get a native mesh Wi-Fi
network within your own four walls. All the above-mentioned products are compatible with one another so
that the home network can be flexibly extended. In addition, devolo provides all products with a three-year
manufacturer's warranty.
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This text and current product images can also be found at www.devolo.co.uk in the media section of the
devolo website.

About devolo

devolo provides for smart networking and inspires household customers as well as companies to utilise the
options of our digital world. Tried-and-tested home networking solutions from devolo are bringing high-speed
Internet and perfect mesh Wi-Fi into every corner of houses and flats by the millions — very easily over the
mains supply network. In the professional sector, devolo is helping the vision of the comprehensively
networked Internet of Things become reality. Whether in industrial projects or in the evolving energy industry
— wherever highly secure, high-performance data communication is in demand, partners rely on devolo. The
company was founded in 2002 and is represented by its own subsidiaries and by partners in 19 countries.
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